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https://terms.naver.com/entry.nhn?docld=3586213&cid=59277&categoryld=59281

SentinelLabs, the research division of SentinelOne, has confirmed that devices with SentinelOne agents deployed were excluded

from the SUNBURST attack from an early stage, even before any communication with a malicious C2. Technical analysis confirmed

that SUNBURST was unable to disable or bypass SentinelOne in any environment.

“We’re continuously monitoring and testing the latest SUNBURST variants to ensure our customers remain protected,” said Raj
Rajamani, Chief Product Officer, SentinelOne. “Unlike traditional antivirus and other next-gen products, SentinelOne’s autonomous
Al and robust anti-tampering protected our customers at the point of attack — without requiring any reactive product updates. Our

customers have confidence knowing SentinelOne has them secured.”
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Attack Suspected Goal Potential Adversary | Supply Chain
Attack Method
RSA - 2011 Military targets that | APT based Bypass
leveraged RSA authentication
technology systems using RSA
SecuriD
CCleaner - 2017 Target a defined list | APT based Backdoored popular
of organisations by software app
distributing
ShadowPad
malware.
NotPetya - 2017 Destruction of APT based Backdoored update

Ukrainian financial
organisations
endpoint
infrastructure

mechanism to
legitimate MeDoc
financial software

ASUS - 2019

Consumers and
businesses
leveraging ASUS but

APT based (Widely
discussed as
related to CCleaner

Compromised
digital certifications
to sign updates to

targeted to a limited | attackers) appear legitimate
set of systems.
SolarWinds - 2020 US Government APT based Updates to the

related targets

(reported as threat
group APT29).

Orion platform and
digitally signed.

Kaseya - 2021

Indiscriminate
targets for financial
gain via
ransomware

REvil ransomware
group

External breach of
Kayesa VSA service
which was used to
push out
ransomware via
their update
mechanism
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Suppliers’ Assets Targeted

ENISA THREAT LANDSCAPE FOR SUPPLY CHAIN ATTACKS -2021

Processes
12.2%

Data
20.4%

Code
67.3%
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https://www.sentinelone.com/blog/how-todays-supply-chain-
attacks-are-changing-enterprise-security/
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Pipeline spans more than 5,500 miles
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http://news.khan.co.kr/kh_news/khan_art_view.html?artid=202105100907001&code=970100
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11112 Modify Registry

11012 Query Registry
e = o T1082 System Information Discovery
E‘l-%lz Ol_l- E - O‘ Lr% ngg O:” é)I-E D:l 9 AH EI T1120 Peripheral Device Discovery
E ZCIDS O'” I:H -(I)-H A‘l E H_ E'I_-I 81 O‘ Xl‘ E'I_l' X —?;-I T1005 Data from Local System
T1486 Data Encrypted for Impact
. o | . T1543.003 Create or Modify System Process: Windows Service
D‘ % % Ej ‘ _I_'ILI- EQI I:'H 7 (|)=|-I — g 7_:II )OJ'! I:I_ Sunbu I’St T1490 Inhibit System Recovery
Q:II A‘ El‘ El_-l Ic:l)i O‘ Al-xlj I: % 11553.004 Subvert Trust Controls: Install Root Certificate
https://www.sentinelone.com/press/all- R ea Accounts
sentinelone-customers-protected-from- DarkSide &40 A2 =l 7| H

solarwinds-sunburst-attack/
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Mitigation Actions

X

KILL

Stops all processes
related to the threat

the threat and its executables

AN

QUARANTINE

Encrypts and moves

A

REMEDIATE

Deletes all files

and system changes
created by the threat

1

ONE Console
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ROLLBACK

Restores files and
configurations that the
threat changed
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‘ ° Acti Actions Actions Actions

Q Search... Search...
Q Search... Q Search... Q Search... Q

Q Search... A
: Search on Deep Visibilit
Clear Remote Shell Session Migrate Agent P Y

Decommission
Fetch Logs Purge Research Data

Randomize Uuid View threats

Reboot . .
Purge Crash Dumps Show Applications Edit Customer Identifier

Initiate Scan Revoke Token

Reload

Flush Events Queue Show Passphrase
Purge DB

Reset Local Configuration : | Search on Deep Visibility

Disconnect From Network i Control Crash Dumps
: Approve Uninstall

Abort Scan
Uninstall

Restart Services View threats
Reconnect To Network Control Research Data

Reject Uninstall
Mark As Up To Date Edit Customer Identifier

Update Agent Events Throttling

Move To Another Site

Configuration
Send Message Configure Firewall Logging :

Shut Down Remote Shell Migrate Agent
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Transcript Encryption Password
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Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet
Cmdlet

L
o

ConvertFrom-BinaryData
ConvertTo-~-ForensicTimeline
Copy~ForensicFile
Get-ForensicAlternateDataStream
Get-ForensicAmcache
Get-ForensicAttrDef
Get-ForensicBitmap
Get-ForensicBootSector
Get-ForensicChildItem
Get~ForensicContent
Get-ForensicEventLog
Get-ForensicExplorerTypedPath
Get-ForensicFileRecord
Get-Forensic *RecordIndex
Get-ForensicFileSlack
Get-ForensicGuidPartitionTable
Get-ForensicMasterBootRecord
Get-ForensicMftSlack
Get-ForensicNetworkList
Get-ForensicOfficeFileMru
Get-ForensicOfficeOutlookCatalog
Get-ForensicOfficePlaceMru
Get-ForensicOfficeTrustRecord
Get-ForensicPartitionTable
Get-ForensicPrefetch
Get-ForensicRecentFileCache
Get-ForensicRegistryKey
Get-ForensicRegistryValue
Get-ForensicRunKey
Get~ForensicRunMru
Get-ForensicScheduledJob
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@ First seen Oct 03, 2019 23:19:39 _@. 2t tines o 18 endors Q Find this hash on Deep Visibilty D 05 | Has | Descrpton | Last Update v
Last seen Mar 08, 2021 14:31:06 1 Account / 10 Sites / 11 Groups

[:] i 76cc92caded0ded1c192f(C Detected by SentinelOne Cloud Feb 25,2021 3:11 PM
THREAT FILENAME ~ @WanaDecryptor@.exe Copy Details Download Threat File

[:] A 3395856ce81f2h7382de Detected by SentinelOne Cloud Feb 25, 2021 3:09 PM
PATH \Device\HarddiskVolume3\Users\admin\Downloads\@Wan... INITIATED BY Agent Policy
DT T & bo70920003233924781t Detected by SentineOne Cloud Feb 24, 2021 908 AM
PROCESS USER DESKTOP-S3CD39K\admin DETECTION TYPE  Static
PUBLISHER NAME CLASSIFICATION  Ransomware
SNER IDENTITY . 24000 KB () B ScTnaf26784655dcc94t2 Detected by SentinelOne Cloud Feb 24,2021 9:.08 AM
SIGNATURE VERIFICATION NotSigned STORYLINE Static Threat - View in DV
ORIGINATING PROCESS 3dc61911255cTbaf94461e9a445b698c5563bbf846CIAc.. THREATID  1106899194251275373 (] & 7653399461362b3a69d7 Detected by SentinelOne Cloud Feb 24, 2021 9:08 AM
SHA1 45356a9dd616ed7161a309192e2f318d0ab5ad10
- PRI ) asfttafostoustoents Deteced by SenineOne Clou Feb 24,2021 S0AM
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First seen Feb 15, 2021 16:51:42 5 ¢ 1 endpoint Find this hash on Deep Visibility
@ fstseen Fe @ 2t on 1 endpoin Q THREAT INDICATORS (3) NOTES (1)
Last seen Mar 03,2021 10:32:04 1 Account / 1 Site / 1 Group W
THREAT FILE NAME  cbc981c415930a0d7623f50e9ee8808d582b84ed5079725eeb019e52a857f4f exe CopyDetalls  Download Threat Fie Q
PATH \Device\HarddiskVolume3\Users\admin\Desktop\2021022... INITIATED BY Agent Policy . .
Hiding/Stealthiness
COMMAND LINE ARGUMENTS ENGINE On-Write Static Al
The majority of sections in this PE have high entropy, a sign of obfuscation
PROCESS USER DESKTOP-S3CD39K\admin DETECTIONTYPE  Stafic ,
or packing.
PUBLISHER NAME CLASSIFICATION ~ Malware
SIGNER IDENTITY FILE SIZE 101MB This binary may contain encrypted or compressed data as measured by
SIGNATURE VERIFICATION NotSigned STORYLINE Static Threat - View in DV high entropy of the sections (greater than 6.8).
ORIGINATING PROCESS 72G.exe THREATID 1103155005248053337
SHA1 €962ee5151584ee7278fee5bc2bc7c450899f450 General
SHA256 che981c4159302007623150¢9ee8808582084ed507972.. This binary imports debugger functions.
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Reputation ofir|at 7|1 A mhY EX| & KEE
Behavioral Al O A0| AHSIHAM =ddI= HP== =400 g O F ThEk
Anti-Exploitation/Fileless 2! == 0OS F & 7|8 S 40 Chot B2 7|2t =4 & & X
Application Control AHOlH 7|8 AHE Ho|El S8 =210 2l Jhs
Manual SentinelOne =4 & 3 AN EUA =522 YEst A E= & 7|& ALt
Intrusion Detection ;'—_I;I JT;'OLE'EEDFLJilF'I' AE Het= =S50 ecmd, powershell & &9l Al =ot=
Later Movement HERS M CHE JMEZQEZ FH ARE 54 Al EFX|
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A4 54788 JM & XS (Mitre TTP)
Reconnaissance Resource Intial Access Execution Persistence  PrivilegeEscalation ~ Defense Evasion ~ Credential Access Discovery
Development
10 techniques b techniques 9 fechniques 10 techniques 18 techniques 12 techniques 37 techniques 15 techniques 25 techniques
Active Scanning | Acquire M Drive-by Compromise - (Command and Scripting 1 Account Abuse Elevation Abuse Elevation Control ~ 1Brute Force [ Account Discovery iy
Infrastructure 5 Interpreter (g Manipulation (; Control Mechanism ;) [ll{Mechanism (g
Gather Victim Host 0 Exploit Public-Facing Credentials from Application Window Discovery
Informatian (g Compromise i Application Exploitation for Client BITS Jobs Access Token 0 Access Token Manipulation ) ([}{Password Stores 5
Accounts 7 Execution Manipulation (5 Browser Bookmark Discovery
Gather Victim Identity 0 External Remote Boot or Logon BITS Jobs Exploitation for
Information 5 Compromise My Servces Inter-Process Autostart Execufion ;) [l1Boot or Logon Credential Accass Cloud Infrastructure Discovery
Infrastructure g Communication py Autostart Execution (1;) [ Deobfuscate/Decode Files or
Gather Victim Network Hardware Additions Boot or Logon Information Forced Authentication = Cloud Service Dashboard
Information (g Develop Capabilities ) [ Native AP Intialization Scripts (5 [M|Boot or Logon
Phishing 3 u Intialization Scripts (s, | Direct Volume Access Forge Web Cloud Service Discovery
Gather Victim Org M |Establish Accounts ) [ Scheduled Task/Job ﬂEmwser Extensions Credentials 5
Informeation (g Replication Through CreateorModify W Domain Policy Modification Domain Trust Discovery
Obtain Capabilities ;) [ Removable Media Shared Modules Compromise Client System Process (; Input Capture
Phishing for Information ;5 [ Software Binary Execution Guardrals File and Directory Discovery
Supply Chain Software Deployment Domain Policy ' Man-inthe-Middle
Search Closed Sources iy [ Compromise i3 Tools Create Account 3 Modification i Explotation for Defense Netwark Service Scanning
Evasion Modify Authentication
search Open Technical Trusted Relationship ~ (System Services ;) Create or Modify Event Triggered 0 Process ) Network Share Discovery
Databases i System Process Execution ;) File:and Directory Permissions
Valid Accounts g u User Execution 7 Modification ; Network Sniffing Network Sniffing
Search Open Event Triggered Exploitation for
Websites/Domains 7 Windows Management  (Execution ) Privilege Escalation  |Hide Artifacts 1105 Credentia IPasswmd Policy Discovery
Instrumentation Dumping (g
Search Victim-Owned External Remote Hijack Execution Hijack Execution Flow ) G Peripheral Device Discovery
Websites Services Flow 17 Steal Application
Impair Defenses [ Access Token Permission Groups
Hijack Execution Process Injection (1) Discovery s
Flow 19 ' Indicator Removal on Host (5 [l Steal or Forge
Scheduled Task/Job (5 Kerberos Tickets (4 | Process Discovery

©2020 SentinelOne, All Rights Reserved.

Data from Cloud Data Obfuscation 5

Lateral Movement ~ Collection Command and Exfltration Impact
Control
9 techniques 17 techniques 16 techniques 9 fechniques 13 techniques
(1 Exploitation of Archive Collected Application Layer Automated Account Access Removal
Remote Services Data Protocal Exfftration
Data Destruction
Internal Spearphishing  Audio Capture Communication Data Transfer Size
Through Removable  Limits Data Encrypted for Impact
Lateral Tool Transfer ~ Automated Collection = Media
Exfftration Over Data Manipulation 5
Remote Service Clipboard Data Data Encoding Alternative
Session Hijacking 5 Protocal Defacement ;

Remote Services 5 ([ Storage Object Exfitration Over C2 | Disk Wipe
Dynamic Resolution ;3 [l Channel
Replication Through  |Data from Endpaint Denial of
Removable Media Configuration Encrypted Channel ;) [ Exfilration Over Service (g
Repository 1 Other Network
Software Deployment ' Fallback Channels Medium ) Firmware Corruption
Tools Data from Information
Repositories Ingress Tool Transfer  (Exfiltration Over Inhibit System Recovery
Taint Shared Content Physical Medium
Data from Local Multi-Stage Channels Network Denial of
Use Alternate System Exfiltration Over Web [{Service 1y I
Authentication Non-Application Layer  (Service 7
Material Data from Network  Protocol Resource Hijacking
Shared Drive Scheduled Transfer
Non-Standard Port Service Stop
Data from Removable Transfer Datato
Media Protocol Tunneling Cloud Account System Shutdown/Reboot

‘Data Staged H|F’HJX)‘ (
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S Al - Drive by download

HEl X F AN S A5t &2 A - Exploit

—

All Events 1,110 @ Processes 57 @@ Cross Process 115 % Indicators 56 [) Files 426 £23 Network Actions 74 @ DNsS 51 & URL 331
No Items Selected 56 Results 100 Results v Columns v
| Source Process Si... | Source Process P... | Indicator Name | Indicator Category | Indicator Description

D signed iexplore.exe RemoteLibrarylnjection Injection Library was injected to a remote process. MITRE: Defense Evasion {T1055}, Privilege Escalation {T1055}

D signed explorer.exe BrowserInfoStealing Infostealer Chrome's sensitive information was accessed. MITRE: Credential Access {T1555.003}

[:] signed explorer.exe ApplicationInfoStealing Infostealer Opera's sensitive information was accessed. MITRE: Collection {T1213}

D signed explorer.exe ChromiumEdgelnfoSte... Infostealer Chromium edge's sensitive information was accessed. MITRE: Credential Access {T1555.003}

D signed explorer.exe ApplicationInfoStealing Infostealer Opera's sensitive information was accessed. MITRE: Collection {T1213}
SOURCE PROCESS DETAILS TARGET FILE DETAILS
Mame # jexploreexe Patl L ver.jpg.bnbi El— O I O I'§ §|— A -CI)-H

S - : = O I O
Storyline ID ® CDES57I Od Path - VET.IDE O I. A—l A—' O-l
= —

Command Line ®* “C:\Program Files (x86)\Internet Explorer\|IEXPL... Show More o * B33706F T 7 |_ -1 O i e — X HA O
User . Created At H |- o -| | H} 74

Start Time Modified At
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(Shadow Copy 1 84)  (Shadow Copy2 4-d) (Shadow Copy3 &-3)

ShadowExplarer

File Hel OFAd — EF I
C: ~ jfﬂfzny 8:53.47 PM ~ _Iiczuq _._"n :FA" — J&L 7F B
. _ o MEEEEETan — (EY =3 98I HEe U =1
3/8-2021 1-18-48 PM eRecrcie |
382021 1:34.21 PM
382021 1:34-47 PM Documen:
38,2021 1:395.46 PM Pestl_oos
Program F
Shadow ExplorerE O| 88t A|H 5+

VSS= Microsoft MH| A2 HAE LHA0| Lo =+ X[ &= 7|5
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@ Chrome File Edit View History Bookmarks People Tab Window Help . 4 FriJan8 2:52 PM

® 0@ "] SentinelOne - Management Cc X -i-

< & @ purple-forensics.sentinelone.net/sentinels/devices?page=1&filter={} or Y » o : o

* Apps ™ Gmail & YouTube B¥ Maps [ Slconsole [ S1Tools [ Private [ SKO [ MacC

"In / Jungsu ? jungsu (Admin) v

ENDPOINTS

POLICY BLACKLIST EXCLUSIONS NETWORK CONTROL DEVICE CONTROL PACKAGES

ShadowExpl..

(-/) Select filters... (1)

' il Endpoint Name Account | Site Last Logged In User

(J DESKTOP-S3CD39K SentinelOne Jungsu Admin
O () @ DESKTOP-S3CD39K SentinelOne Jungsu Admin
<(> () DESKTOP-HOPMDDA SentinelOne Jungsu Admin
&
I,
LT R
' WannaCry.zip A Show All X

PTEOED )« ME-"@ XD
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Aazent Policy
Documents, Scripts
Dwrnamic
Malwvware

114.51 KB

PAIBTITF2993I8C3IDF3

Events v Max Results: 2000 v

107145688 7637071004

Last 14 Days v

€ 1 SrcProcStorylineld ="0C80F577697206E5"{OR TgtProcStorylineld 4 "0C80F577697206E5"

All Events 653 §0} Processes 4 £9%83 Cross Process 11

Endpoint Name Object Type
v (O DESKTOP-... i PROCESS
v (O DESKTOP-.. %% CROSS_PROCESS

© 2020 SentinelOne. All Rights Reserved.

v% Expand query

/‘* Indicators 7 [ Files 31 'E:} Network Actions 4 @ DNS 3 Modules 593
653 Results 50 Results v

Source Process Relat... Event Type Event Time A Source Process N...

True Process Creation Jan 18, 2021 17:19:57 explorer.exe

False Open Remote Process ... Jan 18, 2021 17:19:57 csrss.exe

Confidential
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SentinelOne Agent Data - Context Relinking

Browser AT Run Jobs Bemgn
Service Start
Open Tab Open Tab real_printer.dll side-

Run JOB A

“CNN.com" “attacker.mal” load on start

JScript Exploit Payload B Setups C2

Privilege
Escalation

Dumps SAM and

Dropper installs key logger

Write DLL file to
C:\Windows

Exfiltrate data

AT JOB A .
via Box

C2 domain 1 “daviddog.net” C2 domain 2 “gicp.net” C2 domain 2 “Iflink.com”

2 = 252 Machine Learning 7|2t StoryLine= Sl Context 7|8t EFX| X| &



http://cnn.com/

T2 HA SXaA UL HBBA BM

5 } Browser }
PC A0 A AP XET} —~ P
AlSHSt= T2 M|A 7| HE T':in ‘ File | Download.zip |
EEZNEIEESIE] ~ ) ) o
) El_ —C|>— X )é_"’;ﬁ l Dow:!::eaded. I~
- O ChREEE : | . |
. Iz cCE H-l'cl.:! Al .(.g.zﬂ | Delete VSS ‘ PowerShell ’ | Registry |
. VSSHEQIO|O|X| AFK| A £
] EI-%I}%I Ol% %7_:! ME Family.jpg l Plan.doc }
- BALEL HE AT s ;
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[} Kali-Linux (3} Victim

B alOy| \Z] ) root@kali: 11:0217 0 (%) & A 0% @ G

root@kali: ~ == ¢

File Actions Edit View Help

T i

[sud ]'baésword for kali:
o )

We have kept /usr/bin/python pointing to Python 2 for backwards
compatibility. Learn how to change this and avoid this message:
» https://ww .kali.org/docs/general-use/python3-transition/

=(Run “touch ~/.hushlogin” to hide this message)

{ o g k

=[ metasploit v6.0.30-dey ]
+ — —=[ 2099 exploits - 1129 auxiliary - 357 post ]
+ — =—=[ 592 payloads - 45 encoders - 10 nops ]
4+ -~ —=[ 7 evasion ]
Metasploit tip: Use the edit command to open the

currently active module in your editor

msf6 > i




X E HAE - StoryLine

Exploitation

Identified write action to LSASS process.
MITRE : Credential Access [T1098]

Remote shell was opened.
MITRE : Command and Control [T1071]

Shellcode execution was detected.
MITRE : Execution [T11086]

Execution of a metasploit stager.

Injection

Unusual code injection to a remote process.
MITRE : Defense Evasion [T1055]
MITRE : Privilege Escalation [T1055]

Code injection to a remote process.
MITRE : Defense Evasion [T1055]
MITRE : Privilege Escalation [T1055]

Code injection to other process memory space via Reflection.
MITRE : Defense Evasion [T1055]

Evasion

Application added firewall rules to allow network traffic.
MITRE : Exfiltration [T1041]
MITRE : Defense Evasion [T1562.004]

Indirect command was executed.
MITRE : Defense Evasion [T1202]

A file was created with an internal system name.
MITRE : Persistence

Persistence

Application registered itself to become persistent via service.
MITRE : Privilege Escalation [T1543.003]
MITRE : Persistence [T1543.003]

() SentinelOne:

g cmd.exe [CLI interp.
: single Node

{ g powershellexe int.. _\

\ One Child J

L netshexe(CLiinter..

One Child

powershell.exe (CLI ...

Single Node

'y @ net.exe Y A @ netlexe
\ One Child J Single Node

{ g scexe(Cliinterpret.. 4

One Child
gy en-somethingdz... _
Events: &

{ g cmdexe(Cliinterp.

Single Node

I net.exe v

! @ cmd.exe (interactiv...

Events: 3

Events for en_something32.exe (5652)

AllEvents 12 [ Files 2

Object Type | Event Type

T IP Connect

process Process Creation
process Process Creation
IP Connect

Process Creation

IP Connect

£} Network Actions 3

gy cdexe(interactiv.. _

%, Events: 7 J

! net.exe 1

v net.exe :: netlexe )
N \ €8 One Child J €8 single Node

"

\

]

netl.exe
\ X One Child ; ': bex Single Node )

! Y { o nettee
\ Ome Child J Single Node

W

W

v net.exe N g netlexe

' One Child Single Node
] —_—

Clear Filter

fél Processes 7

| Time | Attribute
Source IP

Mar 24, 2021 16:05:56 172.20.6.72

Target Process Root

Mar 24, 2021 16:06:12
False

Target Process Root

Mar 24, 2021 16:06:12 True

. Source IP
Mar 24,2021 17:12:32 172.20.6.72
an. Target Process Root
Mar 24,2021 17:12:47 True

Source IP

Mar 24, 2021 17:58:01 172.20.6.72

©2020 SentinelOne, All Rights Reserved.

Source Port

49746

Target Process Name
en_something32.exe

Target Process Name

cmd.exe (interactive sessi...

Source Port

49840

Target Process Name

cmd.exe (interactive sessi...

Source Port

49857

Destination IP
172.20.6.75

Source Process Name

N/A

Source Process Name
en_something32.exe

Destination IP
172.20.6.75

Source Process Name
en_something32.exe

Destination IP
172.20.6.75

» EVENTS COUNTS

2 1

All Events Processes

1

Indicators

PROCESS SUMMARY

User: N/A

Name: netl.exe

UID: FBEB4E99B132EC1D
ID: 3396

Command Line: user sysadmin

Image Path: \Device\HarddiskVolume4\Wind

ows\SysWowé4\netl.exe

SHA1: 382169595d5bbeb535¢c4575b3ec8cc

7e5e933115

Root: False

Destination Port Protocol

4444 tcp

Has Active Content
N/A

Has Active Content
N/A

Destination Port Protocol

4444 tep

Has Active Content
N/A

Destination Port Protocol
4444 tcp

12 Items 50 Resul

Source Process Name
en_something32.exe

Source Process Name
en_something32.exe

Source Process Name
en_something32.exe




SrcProcStorylineld = "FF23B77D12AA080A" OR TgtProcStorylineld = "FF23B77D12AA080A"

All Events 1,162 Cross Process 141 }F Indicators 10 D Files 30 {:} Network Actions 7 O== Registry a7

& DNs a2

§S3 Processes 26

No Items Selected 1,162 Results 50 Results ~

Endpoint Name | Object Type | Event Time -~ | Source Process MN... Source Process St... | Source Pro... | Source Process Command Line

sentinelone-s...

sentinelone-s...

sentinelone-s...

sentinelone-s...

&2 PROCESS
CROSS_PROCESS
CROSS_PROCESS

CROSS_PROCESS

Mar 24, 2021 16:05:56

Mar 24, 2021 16:05:56

Mar 24, 2021 16:05:56

Mar 24, 2021 16:05:56

explorer.exe

CSrss.exe

svchost.exe

svchost.exe

A4AAFB827218CAAE?B

B639CF65F3C82337

E776B307101D774A

E776B307101D774A

True

False

False

False

explorer.exe

2% SystemRoot2%\system32\csrss.exe ObjectDirectory=\Windows SharedSection=1024,20480,768 Windows=_..

C:\Windows\System32\svchost.exe -k LocalSystemMNetworkRestricted

C:\Windows\System32\svchost.exe -k LocalSystemMNetworkRestricted

sentinelone-s... ¥ INDICATORS Mar 24, 2021 16:05:56 en_something32.exe FF23B77D12AA080A True "C:\Users\Administrator\Desktop‘\en_something32.exe"

sentinelone-s... ¥ INDICATORS Mar 24, 2021 16:05:56 en_something32.exe FF23B77D12AA080A True "C:\Users\Administrator\Desktop\en_something32.exe"

FF23B77D12AA080A True

==
=
£
=
==
Fes

sentinelone-s... ¥ INDICATORS Mar 24, 2021 16:05:56 en_something32.exe "C:\Users\Administrator\Desktop\en_something32.exe"

SOURCE PROCESS DETAILS INDICATOR DETAILS ENDPOINT DETAILS

Endpoint Name sentinelone-server-client
Endpoint OS

Agent UUID

en_something32.exe Name ® SuspiciousShellcode

FF23B77D12AA080A

Name
windows

9506e728b34e458che060edeb25a5fcc

Storyline ID Category ® Exploitation

"C:\Users\Administrator\Desktop\en_something3
2.exe"

SENTINELONE-SER\Administrator

° Shellcode execution was detected. MITRE: Executi

Description on {T1059, T1203} Show More

Command Line

Endpoint Machine

Type server

User

Start Time Default site

1051279783026642145

Site Name

C:\Users\Administrator\Desktop\en_something32. Site ID

exe
5652
HIGH

Image Path

PID
Integrity Level

() Sentinelone:

©2020 SentinelOne, All Rights Reserved.




S1 Complete EDR

Deep Visibility Configuration Enable Deep Visibility @
Collect this Deep Visibility data
@ Process @ File @ URL @
@ ons O P Login (?)
@ Registry Keys (?) Scheduled Tasks (2) Full Disk Scan ()
@ Bchavioral Indicators @ DLL Module Load @ Command Scripts @

@ Cross Process 0 Data Masking (?)

° 1 --Suspicious data compression
2 EventType = "Process Creation" and TgtProcCmdLine contains anycase "-hp" and TgtProcCmdLine regexp "\sa\s."\s-hp[\s]+\s" and TgtProcCmdLine regexp
"\sa\s."\s-m[0-5]+\s"

° 1 --Allow SMB and RDP on Defender Firewall
2 [TgtProcName = "netsh.exe" AND TgtProcCmdLine ContainsClS "remote desktop" AND TgtProcCmdLine ContainsClS "enable=Yes") OR (TgtProcName = "netsh.exe"
AND TgtProcCmdLine ContainsCIS "file and printer sharing” AND TgtProcCmdLine ContainsClS "enable=Yes")

° 1 -- Rundll or Regsvr executes a script
2 (SrcProcDisplayName = "Windows host process (Rundll32)" or SrcProcDisplayName = "Microsoft(C) Register Server") AND SrcProcCmdLine RegExp "*
(javascript|mshtml|runhtmlapplication).*"

'lll. Sentlne|Oﬂe'" ©2020 SentinelOne, All Rights Reserved.



The Real Storyline & ActiveED

Load Query v Save New Query

| X Main Query + Add Sub Query

Events v Max Results: 2000 v Last 14 Days v Loading Mode: All Fields (Default) v¥ Expand query

Ky

O: SrcProcStorylineld = "d7ae1d71-8bb4-alce-7515-7bdc2e69d9a3" OR TgtProcStorylineld = "d7ae1d71-8bb4-alce-7515-7bdc2e69d9a3"

All Events 758 @ Processes 3 }F Indicators 2 [\ Files 363 €23 Network Actions 390
No Items Selected 3 Results 50 Results v
Endpoint Name | Source Process Name | Source Process StoryLin... | Object Type | Source Process ... | Event Type | Event Time | Source Process Command Line
v [:] s1-agent-rfcqj sh d7ae1d71-8bb4-alce-7515-... 83 PROCESS @) True Process Creation Feb 24, 2021 08:25:54 sh -c ping -c 4 127.0.0.1 && cat /etc/shadow
v [:] s1-agent-rfcqj apache2 d7ae1d71-8bb4-alce-7515-... 8 PROCESS = Go to process tree 2ation Feb 24, 2021 08:25:51 /usr/sbin/apache2 -k start
v O s1-agent-rfcqj sh d7ae1d71-8bb4-alce-7515-... 3 PROCESS Exclude from search 2ation Feb 24,2021 08:25:51 sh -c ping -c 4 127.0.0.1 && cat /etc/shadow

Distinct event
Add to Main Query
Copy to clipboard

Query Event's Storyline

PC Ll Process, File, Registry, IP, URL, DLL loading & 1471 &= 7|& 24

() SentinelOne: ©2020 SentinelOne, All Rights Reserved.




The Real Storyline & ActiveEDR

Load Query -~ Save New Query

| X Main Query + Add Sub Query

Events v Max Results: 2000 v Last 48 Hours v Loading Mode: All Fields (Default) v

0 IndicatorCategory In AnyCase ()

Abnormalities

Boot Configuration Update Clll- AC-)l CDOH Tl 7 | I:Il_l- ?:-|I A_II-I X| _IL-I
Evasion AL = =11 O L = —_—
/_* Exploitation - P T Céli E'I_l Céli —rl | EH OH L &ll _CID_
All Events 2,000 A Indicators 24 General =11 O e ®) ®)
Hiding/Stealthiness O_ll- g C%Ii Tl EI %;l T —_ll—'IT A_l I:é:' K|-
No Items Sele ::;‘::izarl:er _bll_ O:I DXI 7:_I A_I'II Xl _OIL-I
Malware

| Source Process Image Pz Packer
Persistence

v (J /host/var/lib/docker/a Post Exploitation

In... | Source Process Si...

VEL_U... unsigned

(i) Sentinelone:

©2020 SentinelOne, All Rights Reserved.



The Real Storyline & ActiveEDR

All Events

<
00000

<
O 0o/ g o 0o 0O

998 €§3 Processes 402

ocess In...

TY_LEVEL_U...

TY_LEVEL_U...

TY_LEVEL_U...

TY_LEVEL_U...

TY_LEVEL_U...

rocess U...

f-4aéc-486e-...

4-7d02-8835...

'1-243d-f8b4-...

0-630c-3946-...

45-2f27-9c2b-...

sa-cade-34b9-...

MNo ltems Selected

Source Process Si...

unsigned

unsigned

unsigned

unsigned

unsigned

| Source Process In...

INTEGRITY_LEVEL_U...

INTEGRITY_LEVEL_U...

INTEGRITY_LEVEL_U...

INTEGRITY_LEVEL_U...

INTEGRITY_LEVEL_U...

INTEGRITY_LEVEL_U...

(i) Sentinelone:

% Indicators s

[ Files

| Source Process P...

N/A
N/A
N/A
N/A

N/A

unsigned

unsigned

unsigned

unsigned

unsignhed

unsignhed

| Source Process Si...

72 £73% Network Actions 519

| Source Process P...

kube-proxy

bash

kubelet

bash

bash

| Source Process P...

N/A

N/A

N/A

N/A

N/A

N/A

| Indicator Category

Reconnaissance

Reconnaissance

Reconnaissance

Reconnaissance

Reconnaissance

| Source Process P...

kube-proxy

kube-proxy

kube-proxy

kubelet

kube-proxy

kubelet

©2020 SentinelOne, All Rights Reserved.

| Indicator Description

Enumerated file system objects.

Enumerated file system objects.

Enumerated file system objects.

Enumerated file system objects.

Enumerated file system objects.

| Indicator Name

FileAndDirectoryDiscovery

FileAndDirectoryDiscovery

FileAndDirectoryDiscovery

FileAndDirectoryDiscovery

FileAndDirectoryDiscovery

FileAndDirectoryDiscovery

MITRE:

MITRE:

MITRE:

MITRE:

MITRE:

Discovery {T1083}

Discovery {T1083}

Discovery {T1083}

Discovery {T1083}

Discovery {T1083}

| Indicator Category

Reconnaissance

Reconnaissance

Reconnaissance

Reconnaissance

Reconnaissance

Reconnaissance

PC LY Al =& =
2|0 CHet I\/Iltre7|T
Indicatord £ MM

5435 Bl loC 7|E
AN x|

| Indicator Description

Enumerated file system objects. MITRE: Discovery {T1083}

Enumerated file system objects. MITRE: Discovery {T1083}

Enumerated file system objects. MITRE: Discovery {T1083}

Enumerated file system objects. MITRE: Discovery {T1083}

Enumerated file system objects. MITRE: Discovery {T1083}

Enumerated file system objects. MITRE: Discovery {T1083}




STAR (StoryLine Active Response)

What i1s STAR?

STARE 1740 28} EfX|2S A AS0] XFTH 8 OfL|at AHESHEl EDR

lsa MEZ = A= 7ls

N,
ANEZLRIE SO X &l A0 gt FA| & AE S &
OO]HE &0A T O E =41 Al HEZ EX|

Xl fl' AKX, EAIZE XA TR 257 X3

X
) -
STAR EX| *1& X O|HIE= GUI & syslogE &3l & X[ &

STAR 8 £%

SentinelOne Carbon Black Crowdstrike

Near real-time hits Runs every ten minutes Runs periodically

Active response

Alert only Alert only

() sentinelone:

© 2021 SentinelOne. All Rights Reserved.

Create Custom Rule

@ O
dit

Rule Details Condition

* Rule Mame

Data destruction behavior

Description

Rule Severity

Low

Rule Type Expiration Date

Permanent (@ Temporary [ Dec 06,2021 «

UUUUUU



STAR 3%t ¢f| O] HH

=1 STAR active response threat

Threats :=ISIEM threat based on STAR hit :=ISIEM threat based on STAR TI hit

A

T T T

NEW Threat Intel STAR hit
|OC Layer STAR telemetry |

EDR Data EEe= = o 5 '=“='

I 1
Endpoints EE @88 OO0

"II' Senl'lne|Oﬂe° © 2021 SentinelOne. All Rights Reserved.



o

Al HEAI

o i

STAR Workflow: & A
O

Rule Details

F Y F Y
L ot O
Condition Response Summary

Create Custom Rule Create Custom Rule

Create Custom Rule

N\ P\ e Y
@ W, @ '\.!J’ 9 @ )
Rule Details Condition Condition Resp¢

* Rule MName Scope: Global
Test name
Query Verification
9/100
Description
Events w
ﬁ 1 SrcProcMame contains "powershell" AND EventType = "Module Load!
TlindicatorSource 1S NOT EMPTY
0/250
Rule Severity
Low w
Rule Type Expiration Date
() Permanent (@ Temporary

(7] Dec08,2021 ~

You can set the rule to expire any day with

Back

Auto Response

B Treat as a threat

If enabled, the Agent generates a threat from the alert and applies a !

() Suspicious Threat Policy (@ Malicious Threat Poli

[] Network Quarantine

If enabled, the systern automatically guarantines the alerted endpoin
You can reconnect the endpoints from the Sentinels page or Endpoin

Back l

Create Custom Rule

@

Rule Details

Rule Mame: Test name Rule Severity: Low Rule Type: Te

Expiration Date: Dec 8, 2021

Condition
Scope Hierarchy: Global Query Type: Events

Query: SrcProcMame contains "powershell” AND EventType = "Module
OT EMPTY

Response

& Treat as a threat: Malicious Threat Policy

[] Activate rule immediately after saving

Back

() sentinelone:

© 2021 SentinelOne. All Rights Reserved.




Active Response: X} = [

OVERVIEW

{ Threats / cmd.exe (interactive session)

STAR Rule

EventType = "File Deletion"
AND SrcProcParentName = "powershell.exe"
AND TgtFileDeletionCount > "5"

fhveat Status: NOT MITIGATED | Al et. MALICIOUS | Analyst verdict. | Undefined Unresolved @ Identified Time Jun 02, 2021 17:10:51
Reporting Time Jun 02, 2021 17:10:51
N (§5]] ikon yeo!
First seen Jun 02, 2021 17:10:51 Only 1 time on the current endpoint Q FHIC G0 TR 0L DOAR Vismaty THREAT INDICATORS (3) NOTES
@ Last seen Jun 02, 2021 17;10:51 @ 1 Account / 1 Site / 1 Group [ Hunt Now |

{REAT NAMI cmd.exe (interactive session)

Segnature Verificatior NotSigned

riginating Proce explorer.exe

() sentinelone:

Agent Policy
Intrusion Detection
Dynamic

Hacktool

© 2021 SentinelOne. All Rights Reserved.

Custom Rules

Possible Data Destruction
Possible data d uction behavior underneath PoveorShe MITRE T148¢

Post Exploitation
PowerShell post-exploitation script was executed
MITRE : Execution [T1059.001|

General

Process started from shortcut file
MITRE : Executio 11204|




Threat Intelligence 7| 8F Active Response

Threat Intelligence A{H|A | S HH HEE EEct AM X| &l

SrcProcName contains "powershell”

AND EventType = "Module Load"
AND TlIndicatorSource = "Recorded Future"

Rule Details Rule Details

Rule Name: PowerShell using FTP protocol Rule Mame: PowerShell using FTP protocol

Description: The use of the legacy FTP protocol from PowerShell scripts (T1059) are quite likely an indicat Description: The use of the legacy FTP protocol from PowerShell scripts (T1059) are quite likely an indicat

or of evasion or data exfiltration (TA010) when using legacy FTP (T1071.002) or of evasion or data exfiltration (TAOO10) when using legacy FTP {T1071.002)

Rule Severity: Low Rule Type: Temporary Expiration Date: Sep 9, 2021 Rule Severity: Low Rule Type: Temporary Expiration Date: Sep 9, 2021
Condition Condition

Scope Hierarchy: Account Query Type: Events Scope Hierarchy: Account Query Type: Events

Query: SrcProcName = "powershell.exe" and NetProtocolName In AnyCase ( "ftp" ) Query: SrcProcMName = "powershell.exe” and NetProtocolName In AnyCase ( "ftp" )

"II' Sentlne|Oﬂe” © 2021 SentinelOne. All Rights Reserved.




Threat Hunting Ad]|

{ Back Processes Source Process User: LORDVADER johmwick
2021

Lordader

Source Process Image path: C:\Users\johmwic
k2021%\Desktop\Updates\SecurityUpdates.ex
£

Q. Search Processes... ol 3. PﬂWEI’ShE“

Source Process Unigue ID: B75B42B%5B4459

Process Pi Date L i E!.J&-l EE Jélﬂnll ik

Source Process Integrity level: HIGH
conhost.exe May 23, 2021 09:27:54
Source Process Signed Status: unsigned
powershell.exe May 23, 2021 09:27:54

Source Process Parent Mame: explorer.exe

SecurityUpdates. exe May 23, 2021 092753
Target Process Name: powershell.exe

Target Process Command Line: powershell -e
p bypass -c "(0..61)|%({$s+=[char][byte]('Ox'+'4
FA5742D576DGPAFA26A656374 2057 696E3
J325F536861646F 7T 63GFT07F207C204646
F72456163682D4F626A656374207B245F2
[ g ClaneWire ue E44456C657446528293B7 D20 Substring(2*
e g 2Nliex §5"
Target Process Display name: Windows Powe
rahell

o d W%l : Powershell2 €8t Y83 E A, F2 M 24|
St AP : ThunderboltZ S0l O|H| € 2 Q/CIREE, 7zip=2 &% &5 LY U= offX|, B2 HA




Star Alert

. —t . . L_
% ® 0 0 MBI IR} Bl ZH Q2
Condition Response Summary _ El.%l:‘g. E?_—'A_! Xl _OIEI
> ~ —
Scope: Global - AEI?DHE'—l ig -llﬁ
- HIX[AERQ, o gt
Query Verification Edit query _ E:I_ Ol HIiIE %

Events v

© 1 SrcProcName = "mstsc.exe” AND SrcProcParentName = "powershell.exe" AN

EndpointName = "| o ( / } @ Uf.\ O
Response Summary

EH O HiHH Auto Response
O od
- Treat as a Threat (] Treatas a threat
If enabled, the Agent generates a threat from the alert and applies a selected policy.
1740 O = HH Ct =
SEaL= ,_|X|, E_lel-l_l- S O
- Network Quarantine
B N etwork Quarantl ne If enabled, the system automatically quarantines the alerted endpoints.
E O| 3T - o You can reconnect the endpoints from the Sentinels page or Endpoint Details.
HERA 42 X|&

ANE ZOIE 7|&E

‘III' Sentlnelcﬁ@“ ©2020 SentinelOne, All Rights Reserved.



Core

S1 Control

Complete
Protocol
Create New Rule
Select Protocol -
* Rule Name ‘ % I
Field required
) Q
* OS Type [ == Windows A ]
3PC
Tag as A Linux C
AH
@& MacOs
Descripti L AN
escription v 3 Windows
ARGUS
Scope SentinelOne -> Jungsu -> TEST L ARIS
Action @ Allow () Block d AX.25
Reset
(o) O OH O L roy L — r—~ = o
HEe?, M A B2 SEEd TCP/UDP & CtYet ZREF X| &

"II. Sentlne|Oﬂe'" ©2020 SentinelOne, All Rights Reserved.



S1 Control

* Rule Name

* OS Type

Tag as

Description

Scope

Action

Create New Rule

Core

Field required

[ == Windows

A Linux
& MacOS

v s Windows

SentinelOne -> Jungsu -> TEST

@ Allow () Block

Complete
Protocol
Select Protocol -
x |
| §
A
3PC
C
AH
L A/N
ARGUS
L
ARIS
AX.25
F
Reset

() Sentinelone:

©2020 SentinelOne, All Rights Reserved.




Core

S1 Control

Complete

Fallback Application Path
In SentinelOne network (global) O) Al
@ Path C:\Program files\abc.exe
DNS Server NY (account)
LocationZ| gt E2Y £ Of = #| 0| Mt Hishe AAl M

"II. Sentlne|Oﬂe'" ©2020 SentinelOne, All Rights Reserved.



Core

S1 Control

Complete

Rule name TEST Rule name TEST
Interface USB v Interface USB v
Rule Type  Vendor ID Rule Type Select rule type v

Class
Scope Scope SentinelOne -> Jungsu -> TEST

Serial ID
Action et D nly () Block Action @ Allow Read & Write () Allow Read Only () Block

CIFSt Rule Type X[ & Xichel7| Me/58

"II. Sentlne|Oﬂe'" ©2020 SentinelOne, All Rights Reserved.



Core

S1 Control

Complete
Class OD Content Security
OE Video
14 gt Apeho] 2}
OF Personal Healthcare CloFSA| MASH &~ Ol =
Serial ID

Class X| &
10 Audio/Video Devices

11 Billboard Device Class

Enable rule 12 ysB Type-C Bridge Class

NC Diacnnstic NDevire

"II. Sentlne|Oﬂe'" ©2020 SentinelOne, All Rights Reserved.



ALO|E tt=22|(On-Prem)

sto|22|c

Intelligence
cloud

SSL

2RE AH2YA O

Deep Visibility O

() SentinelOne:

SentinelOne

On-Prem

Server
]

SSL

2atec dHA O

Deep Visibility X

©2020 SentinelOne, All Rights Reserved.

SentinelOne
Intelligence
cloud

SentinelOne
|OC cloud

S
SSL

SentinelOne
On-Prem
Server

SSL

ZeteC d2AA O

Deep Visibility O

45



0j|0| M E O|AdX| £t Ol |oT Chak 7 AH

Rogue - S1 Of|O| M E O] X[ thEr A4 5l A2

ENDPOINTS ROGUES POLICY BLACKLIST EXCLUSIONS NETWORK CONTROL DEVICE CONTROL PACKAGES UPGRADE POLICY ACCOUNT INFO
ROGUE DEVICES DEVICES DISCOVERED BY RANGER
5 0 Do .50 ] o & 0 kO ) RANGER
o) o) o) o)
=] o £ 0 i o &= 0 0 =0

Ranger — loTAtAF ZAAH Sl Ag| (7 20| A EH )

DEVICE INVENTORY NETWORKS SETTINGS

ANDROID s  APPLE LINUX
Unknown O Server (0]
O, S 0 & o A o
L] Workstation (o} .1 Server Infrastructure O
. . UNIX UNKNOWN WINDOWS
|:| Mobile 0] &5 Printer (o] o @ o o
[ Video o) =] IP Phone (o]
WINDOWS LEGACY cisco
£7%  Network 0 fT] storage 0 o Py
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SentinelOne 2|H 2 =2+ SentinelOne Characteristics

2021 Gartner Magic Quadrant for Endpoint Protection Platforms @ Easy deployment @ Cloud workload ready

@ Effective protection @ Strong MITRE ATT&CK results

Figure 1: Magic Quadrant for Endpoint Protection Platforms
@ Options to suit all @ Timely, quality customer
organizations support

Microsoft @ .
@ CrowdStrike

@ Trend Micro

@ SentinelOne = ‘ SentlneIOne E_I E-I J_E_ é!'xo'l

@ McAfee
ESET . . SOphOS

FireEye @ ’VMware Carbon Black
@ cCisco
Broadcom (Symantec)

@ Cybereason

Bitdefender @ E ey Kaspersky
.. BlackBerry (Cylance) @
® Fortinet

Check Point Software Technologies

Panda Security O

ABILITY TO EXECUTE

— L .
COMPLETENESS OF VISION —_— As of May 2021 © Gartner, Inc é)l- A-” El ;ITI—-EE 1a|/artnerm

Source: Gartner (May 2021)

Disclaimer: Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology
users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied,
with respect to this research, including any warranties of merchantability or fithess for a particular purpose.
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Gartner Critical Capabilities Scoring Elements

2021 Gartner Magic Quadrant for Endpoint Protection Platforms

Critical Capabilities places “emphasis on hardening, detection of advanced and fileless attacks, and response capabilities, favoring cloud-delivered solutions offering a fusion of products and services.’

Figure 1. Vendors’ Product Scores for the Type A Use Case
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Figure 2. Vendors’ Product Scores for the Type B Use Case
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() EDR functionality

) Managed services

@ Geographic support
@ OS support

Figure 3. Vendors’ Product Scores for the Type C Use Case
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Gartner Peer Insights “Voice of the Customer”
Endpoint Protection Platforms

Gartner Peer Insights Customers’ Choice

As of 31 October 2019

5.0

Overall Rating

1.0

LOW

Low Review Coverage I High Review Coverage

Bitdefender
Cisco

Comodo
Cybereason
enSilo

Fortinet
Morphisec
Panda Security

BlackBerry Cylance

Check Point Software Technologies
F-Secure

Palo Alto Networks

{*) Carbon Black
{*) CrowdStrike
{») ESET

{x) Kaspersky
{*) Malwarebytes
{*) SentinelOne

{*) Symantec

McAfee
Microsoft
Sophos
Trend Micro

Review Coverage
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Sorted alphabetically

Customers’ Choice

24.5

Market
Rating

IR
<4.5

Market
Rating

HIGH

Overall Ratings

As of 31 October 2019

Sorted by overall reviews

Eligible Overall 95% Confidence Range Overall
Vendors Rating lower e=e upper Reviews
{*) Kaspersky 4.5 815
Microsoft 43 663
@ Symantec 4.5 657
McAfee 4.4 624
Trend Micro 4.4 224
@ CrowdStrike 4.9 188
{*x) ESET 4.6 178
Sophos 4.3 164
@ SentinelOne 49 143
{*) Carbon Black 47 s e 115
@) Malwarebytes 48 105
Check Point Software Technologies 4.3 “—0 84
Panda Security 4.6 —O 78
Bitdefender 4.6 “—O 65
BlackBerry Cylance 4.4 _. 51
Fortinet 4.5 e 30
F-Secure 4.3 = o 24
Palo Alto Networks 4.3 = » 21
Comodo 4.5 | 4] O o 17
Morphisec 4.6 ® 14
Cybereason 4.7 —0 13
enSilo 4.8 10
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MITRE ATT&CK Phase 2 Testing

SentinelOne Leads with Fewest Misses & Most Correlations
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MITRE ATT&CK Phase 2 Results Data: https://attackevals.mitre.org/evaluations.html?round=APT29
||||| SentinelOne: *Y-Axis = All Tool Correlated (Telemetry + General + Tactics + Techniques)
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June 2020 SE Labs Awards

SentinelOne Endpoint Security Platform

Windows 7 version 3.7.2.45

8
&
Windows 10 version 3.7.2.45 §
3
WildList detection 99.9% 1 0 0 ——
False positive rate 0.001% - ‘ a E
virusbtn.com —

Diversity Test rate 100.00%

INTELLIGENCE-LED TESTING

April 2020

BEST
New Endpoint

SentinelOne Endpoint Security Platform

Windows 7 version 3.7.2.45

April 2020

Windows 10 version 3.7.2.45

WildList detection 99.9% 1 0 0

False positive rate 0.001%
virusbtn.com

Diversity Test rate 100.00%

WINNER 2020
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